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SUMMARY

A reliable multicast protocol (RMP) based on a logical token ring approach can achieve agreement
of a group of operational processes in distributed systems. The structure of RMP is modulated
into component protocols that achieve total ordering, atomicity of multicast messages; dynamic
group configuration and fault-tolerance cooperatively. RMP uses a virtual token to order multicast
messages in a logical process ring. It is highly efficient over networks and its algorithm design
and implementation are presented. The use of a state machine approach simplifies this complex
system implementation. Experience and lessons drawn from RMP and general techniques applied
to group communication protocol are also described.K1997 by John Wiley & Sons, Ltd.
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INTRODUCTION

Distributed systems providing overall services need careful design and implementation
to preserve the consistency of shared information among the cooperative processes.
To increase the availability of the systems, the key idea is to replicate system servers
running on the distributed processors.1 Achieving the correct function of processors
requires the processes to have a consistent view of cooperative tasks in a
processor/process group. However, the underlying distributed systems are imperfect,
and they are subject to a number of possible faults, such as a processor crashes,
and the unreliable communication medium may lose or reorder messages. The network
may partition into separate segments. Reaching a consistent view or agreement is
known to be impossible in a realistic asynchronous distributed system.2 At the
present, most practical systems use a reliable multicast protocol to achieve such a
view among the operational processes. Reliable multicast, in contrast to unicast
communication, which involves a single source and a single destination, refers to a
single source and a set of destinations. In this paper, ‘process’ is used to denote a
protocol server process for a site instead of an application process. We intend to
describe a reliable multicast protocol that guarantees the following properties: (1)
total ordering, a sequence of delivered messages is identical at all operational
receivers; and (2)atomicity, a message issued by a sender either reaches all correct
operational receivers in a group or none of them. In this paper, a ‘correct’ process
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means that the process is operational; it executes the communication protocol correctly
and follows the protocol specification.

To see the usefulness of the reliable multicast protocol, consider, for example, a
well-known ‘transaction commit problem’, which arises in distributed database
systems.3 The problem is for all the data manager processes that have participated
in the processing of a particular transaction to agree on whether to install the
transaction’s results in the database or discard them. Whatever decision is made, all
data managers must make the same decision to preserve the consistency of the
database. The protocol that can be used to implement such an atomic commit is
usually called ‘safe’ or ‘uniform’ multicast. In this paper,atomic multicast is used
as a synonym forsafe or uniform multicast.

Reliable Multicast Protocol (RMP) operates in a single process logical token ring,
as described in References4 and 5. Logical token ring has been considered as a
simple and efficient approach in the design of a multicast protocol, because the
discrete multicast messages of many distributed processes are reduced to one process
holding the token and multicasting a totally-ordered message at one time, and the
process is called ‘token holder’ or ‘token process’. This method substantially simpli-
fies the synchronous requirements of the application processes. Many existing multi-
cast algorithms and protocols have been presented in the literature and have addressed
issues of the implementation techniques.6–14 In this paper, the characteristics of RMP
are given, especially its implementation and application for distributed dynamic
action system.5

Figure 1 illustrates the system structure, which consists of a group of sites, i.e.
self-contained computers including high level application software. The sites are
loosely coupled by a network, and each RMP server process, accepts multicast
requests from its local application via a submittal queueQSUBand delivers messages
to the application via a delivery queueQCMT. Note that the process interacts with
its applications through a TCP connection. OnceQSUB is full, the process stops
accepting messages and the applications are blocked. As along as the process has
made room forQSUB, it is able to receive the message request from its application,

Figure 1. System structure
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here the application is referred to as an action manager. Hence, it is assumed that
QSUB does not overflow in this paper. The user application processes running on
the upper level of the system access common resources (e.g. files, shared objects
and database systems, etc.) and share the common information via resource and
action manager systems. The action manager handles the transaction dependency and
offers consistent commitment or abortion functions by communicating directly with
the process. Assuming the continued execution of the processes in a group of sites,
the action manager on one of the sites, in the case of needing reliable multicast
service, opens a port to the process, which listens to the connection request and
accepts the connection. Upon building the connection, the action manager is able to
send a data message to the group of action managers via the RMP processes by
entrusting the message to the port. On receiving a multicast message from an RMP
process, the action manager can be sure that the message has been received in the
same relative order by the action managers through RMP, even in the presence of
communication faults, site crashes or network partitioning.

Modular structure of RMP

Although this paper presents an implementation, the techniques and algorithms
described can be applied to general fault-tolerant multicast protocol design and
implementation. A state machine approach is applied for the modular design and
implementation of RMP. Therefore, RMP is taken as the modular composition of
sub-protocols that work cooperatively in achieving message ordering, reliability and
system fault-tolerance. This approach is similar to the microprotocol approach intro-
duced in References16–18. To better understand the structure of RMP, the modular
hierarchy is shown inFigure 2. RMP is a composition oftotal ordering, atomicity,
fault-tolerant and membershipprotocols that achieve services of efficiency and
reliability for multicast messages. In RMP, the total order respects thecausal order
of Lamport.19 Note that messagereceive is further distinguished fromdelivery .
Message receive means that a message is received by a RMP process, while message
delivery means that a message is committed to high level applications by the process.

The total ordering protocol guarantees the message multicast and delivery to
applications in the same relative order. If a message desires a safe property (i.e.
atomicity), an atomic protocol is invoked. During the normal message multicast, by
timeout, if any fault is suspected, the fault-tolerant protocol is invoked to perform
fault detection and location. Any membership change of the process group due to
fault recovery or the dynamic group is conducted by the membership protocol to
handle the member join/leave, merge of two partitioning segments, etc. The member-
ship protocol forming a new group must guarantee membership change atomicity
and have a consensus among the operational sites.

Application of RMP for dynamic action system

The dynamic action model15 offers system support for highly dynamic process
cooperation. Dynamic actions facilitate the task of writing distributed applications
without adopting the restrictive computational model of database transactions. Like
transactions in a distributed database, the action model achieves computation distri-
bution and failure transparency for high level applications. Committing an action is
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Figure 2. RMP hierarchy structure

accomplished by running a so-calledcommit protocol. A commit protocol guarantees
that all sites involved in commit processing come to a consistent decision. It ensures
that an action will either be committed by making its results permanent or will be
aborted without affecting the system. In the well-known centralized two-phase commit
protocol, the commit decision is determined by a centralized instance called the
coordinator. A protocol enabling the surviving sites to come to a decision without
waiting for the faulty site to recover is known as anon-blockingcommit protocol.

Commit protocols avoiding a centralized coordinator are know asdecentralized
commit protocols. Within a decentralized commit protocol, each site involved rep-
resents an independent participant that can determine the commit decision based on
the messages exchanged with all other participants. In the case of a site fault the
faulty participant is able to determine the commit decision as long as at least one
of the surviving participant knows the commit decision. Another advantage of a
decentralized protocol is that the message announcing the outcome of a commit
protocol is no longer needed, since the commit decision can be determined locally
by the participant itself.

In the dynamic action model, the idea was to design a sophisticated commit
protocol that resolved the blocking problem and exploited the advantages of decentral-
ized communication within the underlying communication protocol represented by
RMP. A site fault may occur at any time during the execution of a commit protocol.
To avoid blocking situations, the following properties supplied by the RMP are
exploited as messageatomicity, ordering and site fault detection. It is important to
note that RMP guarantees that the message announcing a site fault is inserted into
the total ordering of all messages. Inserting the site fault message into the total
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message ordering enables a participant of the commit protocol to make the following
assumptions about the messages received by the surviving sites: at the time the site
fault occurs, the participant of a non-faulty site has received all messages the
participant of the faulty site received before it crashed. Furthermore, it is ensured
that at the time the surviving participants recognize the site fault, they have received
all messages in the same order.

On the other hand, the surviving sites have to agree on a decision about the
outcome of the running commit protocol that is consistent with the view of the
faulty site. This problem is not always trivial, especially if a message of the faulty
site has not yet been received by other participants, it is not clear whether the
participant is already in a consistent state. However, if the faulty site received all
the messages from all other participants, the action may even be committed at the
faulty site. Thus, additional information about the state of the faulty participant is
needed, and the information is gathered in total message ordering.

To increase the system efficiency, several commit protocols are allowed to execute
in parallel. This parallel execution may lead to a problem if actions are involved in
different commit protocol executions called ‘competitive commit requests’. To resolve
this problem, a concurrently running commit request is delayed until the competitive
commit request has been terminated. That is, the execution of competitive commit
requests must be sequential. However, sequentializing commit requests may cause a
deadlock. To avoid deadlocks, again, the total ordering property of the RMP is
exploited. To do so, the executions of concurrently running commit protocols are
coordinated so that different commit requests are performed by each participant in
the same order. To achieve this order, the initiator of a commit protocol delays the
commit processing until the commit request message is received by the initiator
itself. At this moment, the initiator is sure that the commit request message has
been received by all operational participates, i.e. the message is atomic, a property
guaranteed by RMP.

ASSUMPTIONS AND DATA STRUCTURE

System environment

Currently, RMP is implemented based on the Unix 4.3BSD operating system,
which provides a rich set of distributed program facilities that could easily be used in
supporting resource sharing in a distributed environment.20 The initial implementation
envisages RMP using sockets on a local area network connected by 10-Mb/sec
Ethernet. A socket is an abstract object from which messages are sent and received.
Both connection and connectionless sockets have been used: between client processes
and RMP processes, Unix domain sockets are used for passing connection byte
streams whereas datagram sockets are used to transmit messages across a network
that models potential unreliable, connectionless packet communication. The datagram
socket id of each endpoint of communication is defined prior to the transmission of
any data, and is maintained at each process so that it can be presented at any time.
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Communication and timer assumptions
The strongest assumption that can be made about inter-process communication is

that any message sent by a correct process to another correct process is always
received within a given delay—the so-calledsynchronous communicationassumption.
The nice property of about this assumption is that one process can reliably detect
whether another is alive just by sending it a query and waiting for a known bounded
time for a response. Unfortunately, in a system where processes must communicate
over a shared network, such perfection is guaranteed with only a certain probability,
by using multiple communication paths and/or message retransmission. It is imposs-
ible to give a probabilistic guarantee, since the actual load on the network may be
totally unpredictable.

The alternative approach is to consider that there is no known limit on the time
it takes for a message to reach its destination. Protocols designed without knowledge
of time limits could easily be ported from one environment to another, since they
would operate correctly whatever the performance of the network. But with such
asynchronous communication, a process cannot decide whether another process has
crashed or whether its query or the expected response is still on its way across the
network. In practice, it is essential to introduce some notion of time so that processes
know how long to wait for an expected response before suspecting that the originator
of the response might have failed.

For the implementation of RMP, the datagram communication protocol UDP has
been used in an asynchronous networks (e.g. Ethernet), which provides a cheap
means for any process to send a message to any other process. The datagram
message packet may be lost, duplicated or out of order. The lost message must be
retransmitted. Between the emission of a datagram message by a source process and
the moment the message is received at its destination by the target process, there is
an arbitrary random delayd. Since the delay can be variable, for the sake of practical
system implementation, the value ofd is considered as a constant such that a
datagram message travelling more thand time units is taken as being lost. Therefore,
d is taken as the worst case or an approximate measurement for the point-to-point
message transmission over an asynchronous network. Similarly, among a group of
processes receiving a datagram message multicast by a source, there is also a random
delay D, such that a multicast datagram message that travels more thanD time units
between any two processes in the group is also taken as being lost. Such delays
should be designated to prevent situations in which a process waits forever for a
message from another process that will never arrive due to the failure of the process.
Datagram delays are established by studying statistics about network behavior under
various load patterns, so as to ensure that point-to-point/broadcast datagram message
transmission delays are smaller thand (D) with a very high probability.

Fault assumptions
In networks, typically in local area networks such as Ethernet or IBM token ring,

each site is connected to a network interface. The interface monitors the network
and copies messages identified, with its address code, into a buffer that can be
accessed by a connected site. Unfortunately, there is no guarantee that a site will
receive every message addressed to it. To model such a circumstance, the following
faults are assumed:



819implementation of a reliable multicast protocol

(a) Messages may be lost because of a buffer overflow; they may be discarded,
out of order or duplicated due to a transmission error. However, all messages
received at a site are free of transmission errors.

(b) A site can fail or disconnect from the network. A failed site may suddenly
halt, killing all the processes running there or experience timing faults.
However, a failed site is therefore free of malicious actions, and is referred
to as ‘fail stop’ model. A transient fault is also modeled as a fail stop. The
transient fault happens to a site when it has no communication with other
sites due to communication delay or heavy load. Our experience has suggested
that operating systems, particularly Unix, are prone to pauses of a few seconds
even if the site has not failed.12 RMP implementation is made to accept such
occasional pauses during which a part of the system may stop.

(c) Network may partition for reasons such as the failure of bridges, gateways,
network switches and communication links. Network partition faults are accom-
modated by group reconfiguration. RMP continues to operate with the majority
of members in a group. In a partitioned system, the processes in a segment
of the partition appear to have failed to the processes in the other segments.
In case that there is no majority partition available when the number of
segments is greater than 2, RMP in the segments can be interrupted by users
to allow one of the segments to continue its normal message multicast by
changing the majority condition. This condition provides RMP with flexibility
when it executes in a distributed environment.

Data structure

Let G be the process group andG = { a, b, c, %} the size uGu = N and N $ 2.
A process logical ring defined asR = (P0, P1, %, Pn−1) where PiPR is a process
notion corresponding to a specific processxPG andn # N. For simplicity, hereafter,
Pi is used to denotex itself. Index iP{0, %, n−1} is used for the position id ofPi

on R. Note that the ids are dynamically attached to the processes with each change
of R structure, e.g. assume an old ringR and and a new ringR′, a processPiPR
is not necessarily the same process asPiPR′ even bothR and R′ contain the same
set of processes. The differences betweenR and G are their logical structure and
size. N is used for the group size andn for the size ofR. R is said the current
logical token ring if R is operational andn.N/2+1 (majority consideration). In
case n=N, it indicates that all processes inG are operational. Each processPi

maintainsR, QSUBi, QCMTi and the following entities:

(a) QDATi buffers the totally-ordered multicast messages received atPi but not
yet delivered to the applications;

(b) QSUSi: buffers the out of order multicast messages received from other
processes onR;

(c) Si, the system-wide sequence number for message multicast, initially 0;
(d) Version: the version ofR, initially 0, increments with each change ofR;
(e) Ki: an acknowledgment array with sizen, (initially all 0), recording the

sequence numbers of all the processes on the ringR locally seen byPi.

Let Q be a queue andm be a message,Q:=Q+m denotes the enqueue operation
on Q (appendm at the end ofQ) and Q:=Q−m dequeuesm from Q. Q[i] is a
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message stored in theith position in Q and Q[0]=head(Q) is the first message in
Q. In RMP, all the queues are implemented with linked lists and their space can
be dynamically expended or decreased.

Message packet and control information

To implement the message packets, one must define their types. RMP denotes the
messages asupstreamanddownstream. Theupstreammessage that a process receives
or delivers from/to the upper application is defined as an Information Data Unit
(IDU), and a message it sends/receives to/from the network is defined as a Packet
Data Unit (PDU). The process attaches a PDU header to the IDU and makes it a
PDU for network transmission. Likewise, a PDU can be stripped from its PDU
header to become an IDU for delivery. Their formats are given below:

(a) IDU: There are two types of IDU. One is the data IDU and the other the
membership IDU. The data IDU is used for data message passing between
applications and the processes. The membership IDU is delivered by the
process to notify the applications of a membership change. The format of the
membership IDU is shown inFigure 3(a), in which sidi are ids of member
processes (or member internet ids) in the group; variablevi is used for
information of applications about whether the member is new (vi=0) or old
member (vi.0) in G. RMP defines anIDU HEADERfor the use and information
of high level applications. It consists of components (sender id, port,
length, flag ) in which sender id is the sender process id;port is used
for communication with RMP process;length indicates the IDU in terms of
byte length andflag is used by the applications to inform RMP if the message
is an urgent message. For example,flag =1 can be as the indication that the
IDU requires atomicity. Actually,flag can be used to encoded multiple types
of IDU, and the issue is out of scope of the paper.

(b) PDU: in general, RMP control information is included in a PDU header with
the type PDU HEADER. Its instance is attached to an IDU before being sent
to a network, and is denoted asheader =( protocolID , version , sender ,
mid , s, k, code , len , coordinator ) where protocolID is the id of the
RMP that is currently running;version is the version ofR; sender is the

Figure 3. Packet for logical ring
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site id (sid ) of the PDU sender, i.e. the internet address;mid = ( sid , ls )
is a unique message id in whichsid is the originatorsid of the PDU;* ls
is the local sequence number of the originator for this PDU;s is a sequence
number denoting a total order of PDU if it is a multicast message; otherwise,
it represents an acknowledgment of thesender about the previous messages
received;k is called safe parameter, showing the sender’s view of maximum
order of the messages received by every member on the ring;code denotes
the type of m and it is interpreted by RMP as external events (seeevent
section below).len is the length of the PDU in bytes;coordinator is the
sid of the ring coordinator. There are three kinds of PDUs:control, data
and ring. A control PDU only has aheader . A data PDU is a pair of
( header , * data ) where *data is the pointer to an IDU; a ring PDU is
depicted inFigure 3(b), in which Pi is the membersid and ls is the local
message sequence number ofPi.

PROTOCOL MODULE

In this section, the sub-protocol algorithms of RMP are described. Their integrated
and cooperative implementations are presented in later sections. The key idea of
guaranteeing the correct operation of RMP is that each process maintains a consistent
logical ring R. During the ring construction, a process that first executes RMP is
called the ring coordinator and it creates the ring, assigning each member a unique
id Pi where iP{0,%,n−1} that is a one-to-one mapping of asid .

Ring creation

Initially, a process executing RMP only knows the number of its peer processes
in G. A process learns its peer by reception of messages from its RMP port. Suppose
processP first executes RMP. It creates a logical ring for a group ofn processes.
P serves as the ring coordinator by settingR[0]=sid(P), proposing a ring version
with 1 ( R.Version =1) , broadcasting a reformation message, inviting the processes
to join R. The processes using RMP ports listen to the invitation message. If they
agree with the invitation, a positiveack is sent toP and accept it as the coordinator.
SupposeP has collectedi members intoR, when P′ joins, P sets R[i]=sid(P′). P
multicastsR to the members and the latter installR and enter into normal operation.
During the invitation procedure, a process responds with positive or negative mess-
ages, depending on the versions of the sender and its own, as illustrated below.
Should P ever receive a negative response, it terminates configuration and waits for
further invitations. It is a common case that once a set of processes execute RMP
initially, there is no predefined ring coordinator; a process seeing this fact may vote
itself as the ring coordinator. A competition may occur if several processes compete
for the coordinator. To avoid the competition to some extent, RMP uses three rules
for the selection and authorization of a candidate. Note that the group coordinator
can be differentiated from a coordinator candidate. A coordinator candidate is selected
from between two processes, and it becomes the group coordinator if the majority
of processes elect it as the candidate. The election rules are given below. Let

* In general sender = mid.sid . In case the PDU is a delegate message, the sender is different from the packet
originator, thensender Þ mid.sid .
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processesP and P′ compete with each other: (R1) If P.Version .P′.Version , P is
chosen as the coordinator candidate byP′; (R2) If P.Version =P′.Version and
P. S.P′. S (the sequence number),P′ votes P as the coordinator candidate; (R3) if
P. Version =P′. Version and P. S=P′. S and sid ( P) .sid(P ′) , then P is elected as
the coordinator candidate byP′.

We put a priority on the version of ring (R1) because a process that is not up-
to-date cannot be the ring coordinator. (R2) takes the sequence number as the second
priority factor if two processes on the same ring compete with each other. It is
evident that the process with fewer messages should first complete its lost messages.
As a result of applying (R1) through (R3), P′ answers a positive message toP, and
inversely, P sends a negative response toP′. Given the selection rules, when the
protocol starts operation, each process waits a random time interval for an invitation.
Through experiments we have found that using rules (R1–R3) will reduce the
reformation time and avoid a race situation to some extent. After the election, the
coordinator (P0) constructs a logical ring based on the positive response members
and delivers the ring across the group as described in the following subsections.

Ordered protocol

The value of a total order for a multicast message inR is recorded in a sequence
number S. There is a virtual token rotating inR. At one time, there is only one
member holding the token, multicasting a total ordered message, and incrementing
S by 1. The token implicitly circulates to the next process onR. Each member uses
S for checking the message total ordering it received. All members expect the totally-
ordered incoming message from the token holder. Each member predicts the id of
the token holder by the value ofS plus 1 modulo the size ofR, that is denoted as
S!1. A member wishing to multicast data messages can wait until holding the
token. If it has an urgent message, it can send the message to the current token
holder, requesting the holder to multicast on behalf of it. If the token holder does
not have data message to send, it has to multicast aNULL message to let the token
go to the next process onR, as shown inFigure 4.

It may be that different members have inconsistent values ofS, which indicates
that members with fewer values ofS may lose some ordered multicast messages.

Figure 4. A group constitutes three members.P0 multicasts a ring to all the processes, informs the
membership and passes the token toP1. P1 then transmitsm1, piggybacking the token toP2 implicitly,
and P2 multicastsm.2. On receivingm.1, the receivers advance theirS by S:=S+1 and know thatP2

is the second token holder, and so forth. IfPn−1 has multicasted the (n−1)th message, the token transfers
to P0 again for multicast of thenth message. If the token holder has nothing to send, aNULL message
is transmitted
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The member, upon reception of an ordered multicast message, can detect the lost
messages via the gap of itsS and the incoming message order. As a result,
retransmission of the lost messages are immediately carried out without further delay.
In RMP, a receiver initiates the message retransmission. Assume thatP receivedm
and detects the missed messages viaS,m.s, it sends a request tom.sender , asking
for retransmission of messages with an order betweenm.s−S. On the other hand, if
S.m.s, P retransmits the messages with order inS−m.s to m.sender . Intuitively,
using S to monitor the token holder seems to cause problem because of inconsistent
values ofS. In fact, this scheme helps individual members to monitor the expected
incoming message efficiently.

Multicasting a message from a user application to the network until it is received
by the group members requires steps of message picketing and sending to network.
A user application on top of Pi calls the RMP interface function
rmp multicast(data) that generates an IDU header, and inserts the IDU into the
RMP port by a Unix system callwrite(rmp port, IDU, idu length) . Figure 5
depicts the steps taken for a data message IDU received by RMP and multicast to
the network. In the diagram, RMP uses the Unix callrecv to receive the IDU. The
IDU is converted into a PDU by adding a PDU header with orderS, and it is
queued inQSUB for multicast. On holding the token,Pi multicasts the PDU to the
network; if not, the flag of the IDU is checked to see if it is afast type. In the
latter case, the PDU is forwarded to the current token holder anticipated byPi,
which is Pj, where j=Si+1.

Reception of a multicast messagem requiresPi to save the sender information in
the corresponding membership, sayR[j], where m.sender =Pj. The information
includes the sender local sequence number.m.s is checked to see if it is in the
expected message order, i.e. ifm.s=Si+1. If so, m is queued inQDAT for delivery.
Otherwise,m is queued inQSUSuntil it is in the total order in terms ofPi and it
is linked to QDAT. If the flag of m requires atomic delivery, the atomic protocol is
invoked as described in the next subsection.

Figure 5. Steps taken for RMP to multicast an ordered message
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Atomic protocol
RMP provides a consistent order and atomic deliveries:consistent order delivery

is defined as a messagem delivered by a processP on R in a consistent order if
it keeps the total ordering of messages and theversion of the ring is also kept.
For instance, if a member receives two messagesm and m′ with m.s,m′.s but
m′.version ,m.version , for this case to occur, even if the total order is preserved
betweenm and m′, the consistent order is still violated.Atomic deliverymeans that
if a correct processP deliversm in the consistent order, it knows that all operational
processes onR have receivedm and will deliver it.

The first approach achieving atomic delivery via delay does not need any network
resource. When processes in the group received a messagem from processP, they
wait until the token goes through the entire ringR and back toP. At this moment,
messages multicast by processes other thanP have implicitly acknowledgedm.
Consequently, every process onR knows that all other processes have receivedm
and will deliver it. This method is simple, but it also requiresn−1 multicast delay
time beforem can be safely committed.

The second approach achieves fast atomic delivery via acknowledgment. To quickly
achieve atomicity of a message, a scheme using asafety parameterhas been
proposed. SupposePi has multicastm. As soon asm is received at all the receivers,
they sends theirack s to Pi!1 about the reception ofm. Note that the messages
multicast beforem are also acknowledged. Upon reception of allack messages,
Pi!1 recordsack.s in its ack array K, piggyingbackm′.k, the safety parameter as
the minimum value ofK[i], i={0,%, n−1}. Atomicity is achieved by multicasting
the next total order messagem′ that notifies all members thatm is stable. It can be
seen that onlyn−2 point-to-point ack messages are required to safely commith
messages, whileh−1 messages are previously unstable messages sent beforem. One
of the important properties of the safety parameter is that every member process,
on receiving a multicast message, can capture at least the current global view of
the group without additional communication overhead.

The token process does not block itself from waiting for theack message, which
may not come due to a member process stopping. To keep the liveness of the
protocol, the token process still transfers an ordered message even though the
atomicity of previous multicast messages cannot be met at the moment. Token
transferring to the failed member will trigger a fault tolerant mechanism of RMP,
and the atomicity of the messages will finally be achieved, exclusive of the failed
member, as illustrated in the next section.

Fault tolerant protocol
The fault tolerant protocol is designed on top of the membership protocol (see

the next section). As described previously, the membership change is accomplished
by the coordinator with the operational processes in two-phase communication.
Identification of a fault is considered from two aspects:

(a) Fault occurrence: in normal operation, a single memberPi may fail at any
time, but RMP treats the logical failure time as it happens whenPi serves
as the current token process and no multicast message is ever received by
any of the receivers onR on expiry of a certain timer, as described in the
timer setting section.
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(b) Fault detection: when there is a timeout, the rest of the members are able to
detect a failure ofP, even if P is a logical failure. During the ring reformation,
the processes will see thatP is still alive, and it can be included in the
new ring.

Some optimized algorithms are presented here to deal with a single site crash
without the election of a coordinator, so as to gain the performance optimization of
the reformation. It is a common case that a single member may fail in a distributed
system. In the presence of such a single failure mode, most existing protocols deal
with the failure by electing a coordinator to form a new ring and eliminate the
failed member. Normally, the reformation overhead is high. To authorize a refor-
mation coordinator, several tests such as majority, sequence and resilience must be
undertaken.9 It may be that if a single process fails, repetitively, several processes
compete to be the coordinator, trying to form a new membership list, and give up
the reformation attempt later on because none of them could have recruited the
majority of members. A substantial delay has been introduced.

The philosophy of the algorithm is to have the prior token process act as the ring
coordinator and lead the surviving members to form a new ring when the current
token process fails. In this way, the efforts to elect and authorize a coordinator are
saved. More precisely, assume that the failure of current token processPi is detected
by some other member processes; those members will report the fault toPi−1, if i=0
then toPn−1, piggybacking their state such as the sequence number, etc. IfPi−1 does
agree with the fault reports, it serves as a coordinator to construct a new ring. There
are several reasons for us to choosePi−1 as the coordinator: first,Pi−1 has the highest
probability of being alive since it just transmitted a message; second, ifPi fails
before its transmission, the current messagePi−1 is up-to-date, i.e. with the highest
sequence number and safety parameter; and third,Pi−1 can be reached by the other
members with a higher probability because the other members just heard from it.
Under the assumption of a single failure ofPi, Pi−1 is the optimal choice to be the
coordinator among the correct members without an election effort. The algorithm
works by invoking the membership protocol, as shown in the next subsection.

Recall that the majority number is considered in terms of group size (N) instead
of the ring sizen and n # N. Suppose that the network does not partition and the
failed member number exceedsN/2. When the multiple processes fail, in particular
simultaneous failures of the current token process and the pre-authorized coordinator
process, the single failure algorithm is no longer applicable. The surviving members
have to enter into a complete reformation mode to elect a coordinator for the ring
reconfiguration, which is accomplished by invoking the membership protocol.

When a network partitions, a group may be segmented into several small subgroups.
The following cases must be considered:

1. Case 1. There is a subgroup with the majority of members of the original
group. This subgroup will form a new ring. Any entering process can join the
subgroup as long as the subgroup is reachable, that is, the communication paths
exist between the join process and the operational subgroup. To cope with the
reformation, a coordinator in the subgroup must be chosen in the steps of:

(a) If the current token process does not crash and can be reached by the
majority of members, the token process is the reformation coordinator;

(b) In R the immediate prior process ofPi is defined asPi−1 (if i=0, then
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Pn−1). If the token process crashes or is no longer reachable by the other
operational members inR, the immediate prior process is the coordinator.
This method is similar to the optimal algorithm for handling a single
process failure, which saves the effort of selecting a coordinator.

(c) Recall that the majority membership is a necessary condition for group
reformation. When (a) and (b) do not apply, the surviving members have
to elect a coordinator to reconfigure a new ring by criteria R1 through R3.
Those three protocols are also built on top of the membership protocol.

2. Case 2. There is no subgroup with a majority of members; all the processes
in the subgroups are blocked. Since each subgroup will finally select a coordi-
nator, the coordinators in the subgroups periodically broadcast an invitation
message. Once the communication paths are reestablished, the subgroups can
merge into a big ring containing the majority of members of the group. The
protocol can resume its normal operation. The merging is similar to the
algorithm of two candidates inviting each other in the membership protocol.

Membership protocol

The dynamic membership protocol allows a process to join or leaveR dynamically,
even if the process is not known in advance. Actually, RMP uses an Ethernet
broadcast to implement multicast. On initialization, a new process executing RMP
at any time is facilitated with an RMP port for messages. With the port, a process
P outsideR can detect the existence ofR by listening to a message fromR actively
via this port. OnceP receives a messagem, it checksm.version ; if it is greater
than its own version,P picks m.coordinator as the ring coordinator and sends a
new member request to the coordinator. Note thatm.coordinator is the coordinator
site id. The ring coordinator responds to the ‘join’ request and sends the current
ring version and sequence number back. There are two ways for the coordinator to
handle the new member join request: (1) it starts a reformation phase immediately;
and (2) it waits until it is holding the token and then starts the reformation. A
problem arises when the first method is deployed: if the coordinator immediately
broadcasts an invitation message and enters into a reformation phase while some
other sites are multicasting their normal ordered messages at the same time, the
invitation message will interfere with members in normal operation. Some members
may receive normal messages before the invitation and some after. Consequently,
there is an inconsistent order of seeing the membership change interleaved with the
normal multicast messages. To avoid such an interference, the second method
is employed.

Holding the token and handling member-join: the coordinator keeps in mind the
‘join’ request until holding the token. At this moment, there is no other process
transmitting normal messages and all members are expecting an ordered message
from the coordinator, i.e. the token process. Subsequently, it starts a reformation
procedure to include the applicants. This method will have the applicants wait for
up to n−1 multicast transmission time but achieves non-interference. It is possible
that a new starting process is impatient to wait for the reformation response of the
coordinator and transmits its own ring invitation message. On receiving such an
invitation, the existing ring coordinator and processes will respond with a negative
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message that forces the process to give up the invitation. There are two cases must
be considered: (1) the ‘join’ request is lost, and (2) the failure of the coordinator.
In the former case, the new process normally sets a special timer to monitor the
response of the coordinator. On timer expiry, the new process can retransmit its
requests. In the second case of several time-outs without reception of the response
from the coordinator, the new process will broadcast an invitation message. As
mentioned before, this invitation forces the processes in the existing ring to respond.
The new process is eventually able to join the group, along with the group
reformation, as shown in the 2-phase algorithm below.

Member leave: in the case where a member voluntarily leaves the group, it simply
multicasts a quit message and then leaves the group without having the permission
of any other member. On reception of the quit message, the coordinator leads the
other members to form a new ring. If the coordinator misses the ‘leave’ message,
when the token moves to the position of the left process, the rest of the operational
members will detect its leave because they are expecting an ordered message from
the process. In this circumstance, the process is treated as a stopped process and
RMP invokes the fault-tolerant protocol. Therefore, it is assumed that the ‘leave’
message has been received by the coordinator. A membership change in response
to the ‘leave’ process is handled with a 2-phase algorithm:

Phase-1. The coordinator sends a ‘reform’ invitation message to all members and
collects theirack s and message orders, i.e. value ofack.s , for an agreement about
the reformation. In fact, nearly all the operational members send theirack to the
coordinator simultaneously. If the coordinator sees any inconsistency betweenack.s
and its ownS, it will do the retransmission of messages. Therefore, lost messages
can be retransmitted. If the coordinator receives theacks from all the operational
members or the majorityacks , it goes into Phase-2; otherwise, RMP loops in this
phase until the majority condition is met.

Phase-2. The coordinator constructs a new logical token ringR′ in terms of the
members acknowledged. It forms a message containing the new ring, multicasting
the message, and piggybacking an up-to-date safety parameter to inform all the
members to replaceR and increment their ring version. Note that the messages sent
in R should be committed despite the reformation. On receipt ofR′, all members
on R′ commit the messages inQDAT in accordance with the safety parameter. The
coordinator multicasts a resume message to the members inR′. As soon as the
resume message is received, all members deliverR′ to the application processes,
informing the users of the change of membership, and resume normal operation.

Note that the consensus of membership change is achieved approximately among
the operational processes. A coordinator without recruiting the majority of members
must block until some new processes join it, or it joins another ring. The blocked
processes remain in the old ring in case several partitions occur. RMP allows users
to decide if a minority ring can operate continually. In practice, as long as the
majority of members are alive, the coordinator will finally form a ring with the
majority of members, and RMP can continue its normal operation.

Dealing with failure during membership change: any member may fail during the
reformation phase. Suppose a member, other than the coordinator, fails before its
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sendingack . The coordinator can detect this failure by time-out, i.e. the coordinator
is expecting anack message from the process. On timer expiry, the coordinator
eliminates the failed process out of the new ring. If the process fails after it sent
out the ack , in this case, the coordinator cannot detect this failure. The failed
process will be included in the new ring, but this causes no problems because
normal execution of RMP in the new ring will eventually circulate the virtual token
to the failed process. The failure can thus be detected by the fault-tolerant protocol
described before. If the coordinator fails or is not reachable by the majority of
members, a new coordinator must be elected according to the rules in thering
creation section. The rules are applied if a process receives more than one invitation,
or if a candidate invites another candidate. As long as the coordinator is elected,
the two-phase reformation algorithm can be performed again.

STATE MACHINE AND INTERFACE

Integrated RMP is implemented with a Finite State Automata (FSA) approach. A
FSA transfers its state from one to another through events/actions interaction. Four
FSAs constitute an RMP for the message multicast (Send FSA), reception (Receive
FSA), group reformation and fault-tolerance (Coordinator FSA and Reformation
FSA), respectively. RMP executes in either normal or reformation phase. On initializ-
ation, the processes enter the reformation phase to form a logical ring, and then
switch to the normal operation phase. Once the group needs reconfiguring, RMP
transfers from normal phase to reformation phase as illustrated inFigure 6.

An implemented FSA is designated as 2-d tables (FSA TAB) indexed by
events/states for the entries of action invocations. At any time, for a FSA in a

Figure 6. FSA interaction: (A) On initialization, P acts as the coordinator if it first executes RMP. (B)
P is not the coordinator and is prepared for joining in a new ring. (C) P multicasts an invitation or
a new ring to the network. (CF) P transfers from a coordinator to the normal process, orvice versa
(CR, CS and FR, FS) information exchange for reformation start or end between normal operation
and reformation phase. (F) P is not the coordinator, it sends anack message to the network. (M) P
uses the interface procedureget event to fetch packets from the network and interpret them into
control information, and external events (ME) to trigger the machines, respectively. (R) P retransmits
messages. (S) P holds the token and multicast (data) messages. (SR) The sending machine exchanges
internal events with the receiving machine to notify each other that a message has been multicast or
an expected message has been received
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specific state, its actions can be triggered by events. Each element in the table is
an action entry. An event is the first index for the table and a state is taken as the
offset of the index. Given an event and state, RMP is able to find the entry of the
corresponding action and execute it. Programrmp main calls the interface module
get event( ) to fetch events as entries for invoking corresponding actions.

rmp main( ):
create and initialize FSA TAB to include the pointer for FSAs;
starting reformation by primitive = e init and call action for

state machines initialization
Create the ring R;
while (TRUE)
{ clean packet buffer &msg;

fetch event by primitive = get event(&msg);
if primitive =valid event then
trigger the corresponding actions in FSA TAB;}

}

Events

The events are categorized as internal, timer and external. The internal events are
generated by FSA actions, denoting the control flow between the FSAs in the RMP.
A timeout produces timer events. On reception of a message, its code in the
PDU HEADERis returned as the external events. The events are cited inFigures 7–12.

External events are generated from messages as control and data information:

1. MEMBERJOIN (new member join request);
2. FAST ACK (ack for achieving atomicity);
3. REF INV BC (reformation invitation);
4. RESUME(resumption message of coordinator);
5. RESUMERQU(request the resumption message);
6. RSP POS (Positive ack );
7. RSP NEG (Negative ack );
8. NEWTRACK (ack for the reception of a new ring);
9. ABORT BC RQU(reformation abortion);

10. COORDRQU(request the receiver to be a coordinator);
11. TS ALIVE RQU(ping ‘Are you alive?’);
12. TS ALIVE RSP (‘Yes, I am alive’);
13. NEWTRBC (message for new token ring).

And data messages:

14. RB DATA RQU(Application data for multicast request);
15. DATA BC RQU(multicast request from another process);
16. TOKEN (data)BC (total ordering multicast message, may beNULL);
17. RESENDDATA (retransmission of lost messages).

Internal events,denoted by lower case, are coded corresponding to external events:

18. e ack (expected multicast message has been received);
19. e coordinator (the process assigns itself as a ring coordinator);
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20. e init (the process starts a reformation);
21. e abort ref (the process aborts its own reformation);
22. e refstart (the process is informed the start of reformation);
23. e refend (the process is informed the end of reformation);
24. e sendable (the process is informed to send its multicast message).

Timer setting and timeout events

In asynchronous systems, using a timeout to detect failure is inaccurate. As a
result, d (D), described in theassumptionssection, is used as an approximation for
fault suspicion. As stated above, the basic message transmission timers are charac-
terized as point-to-point message delayd and multicast delayD. Specifically, several
timeouts for the communication party are designated. Normally, a token process
needs some time to maintain its state, such as timestamping, message storing,
packaging or parameter calculations. Let the token processing time be T. Any timer
expiring generates a corresponding timer event to trigger a specific action:

(a) T SEND(event: T SEND EXP) is set by a token process to expect a multicast
request from its applications or from other processes whenQSUBi=[. It
should wait at leastd units so that a point-to-point request from other
processes can reach it. LetT SEND= G+d denote the timer; in addition
to d, G represents the extra waiting time of the token process for
a request to arrive in the case of any delay. When T SEND expires,
the token process multicasts an orderedNULL (live) message to make the
protocol progress, as shown in theordered protocolsection.

(b) T RT (event:T RT EXP) is set for receivers andT RT=d+D+T. All non-token
processes onR use this timer setting for an expected ordered multicast
message to arrive. They wait for a request to arrive at the token holder (d),
to be processed (T) and multicast back (d). If they hear nothing from the
token process on timer expiry, this indicates that either the message is lost
or the token process stops. The potential receiver can choose to send a request
to the token process. If a sender, duringC successive retransmission attempts,
receives no message from the current token process, it assumes that the token
process may have failed.C represents the ‘patience’ of the processes. To
make a request robust, one could choose a large value ofC with a longer
message delay.*

(a) T REFORM(timeout: T REFORMEXP) is set to wait for an invitation message
from some pre-existing coordinator process. On timer expiry, the process
votes itself as the coordinator and multicasts an invitation message.

(b) T REF RT (timeout: T REF RT EXP) is set by a non-coordinator process to
expect a new logical token ring from the coordinator.

(c) T TS (timeout: T TS EXP) is set by coordinator, waiting for acknowledgments
from the rest processes.

* RMP setsC=2, T SEND= 0.5 second andT RT = 1 second.
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Event generation interface

Event scheduling. Currently, RMP treats the events in mutual exclusion, i.e. when
an event is processed by a process and another event for that process is blocked.
The interface module checks the events in the order of internal, timer and external.
Therefore, the internal events have a higher priority over others because an internal
event is generated by an action as a control flow to trigger another action. For
example, when the expected message is received by theReceivemachine of process
P, if P is holding the token, the module pushes an internal event to trigger itsSend
machine to multicast message immediately. This message multicast should not be
delayed because other processes in the group are expecting the multicast.

Checking timeris taken before message reception, because a message size can be
very large and message processing can be time consuming. For example, supposeP
is too busy to respond to a request for message retransmission. Its timer for sending
an order multicast message is expired; as a consequence, a longer delay is introduced
for the total order multicast. More seriously, it may be that another process is
expecting the message fromP timeout and reports a fault ofP.

Interface module: the internal events are pushed in a stack and popped upon
invocation of the interface moduleget event ( ) . It checks the internal event stack,
the timer, and any message from local processes or the network, and returns an
event to drive the corresponding actions. The module is the core of RMP, and is
implemented as follows:

get event(msg): union msg pdu *msg; /* message PDU buffer */

{ extern int sock local, /* Local socket descriptor of users */

int sock network; /* UDP socket descriptor of network */

NO EVENT= TRUE;

while (NO EVENT) do /* get event until success */

{ if ((event = pop(stack)) not = -1) /* check stack for internal events */

NO EVENT= FALSE; /* get an internal event */

else /* no internal event */

{ if (event = timer check( )) /* check if any timer expires */

NOEVENT= FALSE; /* one of the timer expires */

else /* no time-out and no internal

event */

{cc =select(sock network, 0,0,0,timeout); /*UNIX call, check sockets of net-

work */

if (cc .0) /* there is a message arrives from

the socket */

{cc = net receive(s udp, msg); /* peer the incoming message */

event = pdu match((PDU HEADER *)msg);

/* encode event for the message */

NOEVENT= FALSE; }

else /* No message from network */

{cc =select(sock local, 0,0,0,timeout); /* check local user sockets */

if (cc .0) /* there is a request arrives from

local users */

local look(s local, msg) /* get the local request */
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event = DATA RQU; /*get the event */

NOEVENT= FALSE;

} /* end check local socket */

} /* end check network socket */

} /* end check timer */

} /* end check internal event */

return(event);

} /* end get event */

Note that the functionsnet receive( ) and local look( ) in this interface
module make use of Unix system calls ofrecvfrom( ) and read( ) to receive
messages from the network and local application, respectively. Function
pdu match( ) casts the network messagemsg as the message header, checks its
type and returns the corresponding external event. The function is implemented
as follows:

pdu match(msg)

PDU HEADER *msg; /* incoming PDU header */

{ if (msg- .code . 0)) AND (msg- .code ,=max number of events)

return (msg- .code); /* return valid PUD code as event */

else

return(INVALID PDU); /* an invalid PDU is returned */

}

When INVALID PDU is returned, RMP gives a warning message to users that an
invalid event is detected. This invalid event indicates that there are some non RMP
messages intruding into the protocol. Normally, RMP ignores these messages.

Timer management: RMP has been provided with a very simple timer management
module. Intuitively, the solution proposed does not seem very efficient. Most
implementations define a timer agency, which orders the timers by their deadline in
a queue; only the first timer in the queue needs to be evaluated at each clock tick.
But for the case of RMP, as stated, five timers have been designated in RMP.
T SENDnotifies the token process to expect a multicast request from its applications
or from other processes ifQSUBi=[. T RT is set for the receivers to expect an
ordered multicast message to arrive;T REFORMis set by a non-coordinator to wait
for an invitation message from some pre-existing coordinator process.T REF RT is
set by a non-coordinator process to expect a new logical token ring from the
coordinator, andT TS is set by the coordinator to wait for acknowledgments from
the rest of the processes. It can be seen that at any time, for processP, it can only
be in one of the machine states, but not in two. The state machines are disjoint, as
are the timers. As described in the next section, whenP transfers from one machine
to another, the timer set in that machine is either expired or set off. Therefore, only
one timer is on at any given time. Considering this fact, we thus make use of the
simple approach for timer management in the interface module of RMP. For
implementations of more complex protocols, such as a multiple group in wide or
metropolitan area networks, this approach is not efficient. A more sophisticated
method must be applied.
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IMPLEMENTATION

At first, a state machine in RMP contains more than three states for handling the
different events, but we have found that more states will cause complexity and may
introduce a longer delay because more internal events may be generated. After
careful design, RMP is reduced to three states for each machine.

Message send/receive

Send FSA

For the efficient design of the FSAs,Send FSA is not allowed to receive messages
directly from the network. All normal message receptions are handled byReceive
FSA. Three states compriseSend FSA: the initialize stateinit ; normal for message
multicast; andwaitack for waiting for the expected message. The FSA is in the
init state for reformation, and once the token ring is ready,Send FSA sees an
internal event (e refend s) and opens a communication (TCP) socket to local
applications. The TCP sockets enable the process to accept application messages and
send them as ordered multicasts over network. If there is a request from an
application in the state, it has to queue the requests. In the normal state,Send FSA
is allowed to multicast a totally-ordered message on holding the token. Otherwise,
a multicast request can be sent to the current token holder. After multicasting a
message, the token has been transferred implicitly to the next member onR, and
Send FSA enters the statewaitack , waiting for the next multicast message from the
token holder. WhenReceive FSA has received the corresponding message, it gener-
ates an internal evente ack that triggers the state ofSend FSA back to normal.
Timer T SEND is set to monitor the next totally-ordered message. If it expires and
Send FSA does not hear any expected message, it sends the packetTS ALIVE RQU
to ping the current token holder. If there is still no answer, a failure of the token
holder is detected.Send FSA enters init for the reformation of the ring. The
automata algorithm is shown inFigure 7. The initialization state responds with two
internal events: reformation end (e refend s) and start (e refstart s) pushed
into the event stack by the coordinator andReceive FSA , respectively.

Receive FSA is in charge of receiving ordered multicast messages and their
delivery. Upon reception of the current token multicast message, the FSA checks
the message validity, i.e. the version, ordering and membership of its sender, etc. It
appends the message at the end ofQDAT and updates the total sequence numberS
and ring corresponding entry. An out of order message is buffered separately in
QSUS. Then the FSA enters into theResend state, and requires lost message
retransmission by sending a request message to the process that just transmitted the
multicast message.

A reformation invitation is also handled byReceive FSA . Therefore, it has to
decide the validity of a reformation invitation according to rules (R1–R3), and sends
a positive (negative)ack to the coordinator candidate. If the process decides to elect
itself as the coordinator, in this case,Receive FSA generates an internal event
e coordinator to notify Send FSA to switch to Coordinator FSA , or to Refor-
mation FSA instead, as shown below. The states ofReceive FSA includes initializ-
ation init , normal for message reception and delivery, andResend for message
retransmission.
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Figure 7.Send FSA for Pi

State machines for group reformation

Reformation FSA. Internal evente init generated by the fault-detection mech-
anism triggers the reformation automata.Reformation FSA checks if any reformation
coordinator exists. If there is no such coordinator, it waits for a timerT REFORMto
see if it can receive any invitation PDU. On timer expiry, it votes itself as the
coordinator and enters into the coordinator FSA by pushing an internal event
e coordinator . If there exists a coordinator, it responds with a positiveack ,
applying to join the ring. On reception of a new token ring, it opens a ring buffer,
storing the new ring and resuming normal operation, as illustrated in the reformation
algorithm (Figure 10).

Coordinator FSA. Initially, a coordinator is needed for a group of processes
cooperating to form a logical ring. A competition occurs when there is no predefined
group coordinator. In particular, every process stays in its initial state, voting itself
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Figure 8.Receive FSA for Pi

as the coordinator and intending to form a logical ring. Selection rules (R1–R3) are
applied to elect the coordinator quickly to reduce the reformation time, and to avoid
any race. After the election, the coordinator constructs a new token ring and
multicasts the ring across the group. If the new ring is acknowledged by the
members, a resume message is sent and the FSA switches to a normal phase. The
coordinator algorithm is shown inFigure 11. Figure 12 shows the events/Action
combinations for the Reformation and Cordinator FSAs.

PERFORMANCE

RMP is implemented on a cluster consisting of Sun 4C/Sun 4M workstations
(MC68020–30s, 16.67–20 MHz) connected to a 10 Mbit/s Ethernet by an AMD
(Advanced Micro Devices) Lance chip interface. The sites used in the experiments
were able to buffer 32 Ethernet packets before the Lance overflowed and dropped
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Figure 9. FSA state transition graph in whichSend FSA is on the left andReceive FSA is on the right.
Ax (where x= 1,2,3%) is the same asevent/Ax , e.g. A1 is the same asDATA BC RQU/A1. Detailed
descriptions of the actions are omitted here, and their roles have been described in Figures 7 and 8

packets. Most measurements were taken with message sizes from a null packet to
4 Kbytes, exclusive of the RMP message header of 64 bytes.

Overhead

An initial set of experiments measures the overhead in performing several perform-
ance-critical operations. The overhead of the operation is measured in a light-weight
network by transmittingNULL size messages. The results are presented inTable I.
Three factors are of primary importance: first, the user call ofrmp recv/mcast ,
the overhead to entrust the data to RMP, which causes a context switch (about 50
ms) and managing its own message buffer (about 130ms); second, the overhead
caused by the RMP interface due to the checking event stack, timer and port signals
for arriving messages; and third, the delay of transmitting a packet over Ethernet
depends upon the packet size and usage of network.

Delay analysis

This section uses approximation analysis to compute the communication delay.
Four parameters are particularly important for the delay analysis:

1. Tcopy: the typical time required to perform a generic copy or calculation;
2. Tsetup: the typical time required to set up a communication by TCP/IP;
3. Tpp-comm: the typical time taken to communicate a single atom data (a byte)

between any two connected processes;
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Figure 10.Reformation FSA for processPi

4. Tnn-comm: the typical time taken to communicate a single atom data (a byte)
between any two connectionless processes over a network.

The magnitude ofTcopy depends upon both the nature of the operation and upon such
things as the storage location of operands. On setting up a connected communication,
communication hardware and software incur significant set-up times. RMP provides
flexible communication—both connection and connectionless are used for message
transmission. Based on our experiments on Sun workstations, we have shown that
the communication parameters between applications and RMP processes areTpp-comm

> 0.62 ms. The approximate communication setup times are measured asTsetup >
130 ms (setup connection between user and RMP processes via a TCP port), and
Tcopy > 0.34 ms for copying a 1 byte message. The time to transfer one byte over
10 Mbit/s Ethernet is taken asTnn-comm= 0.8 ms.

In the following, function T(X) is used to denote the times used to process a
message in layerX, and T(X−Y) to denote the times used to pass a message through
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Figure 11.Coordinator FSA for processPi

layer X to layerY. For each user application, communicating a 1 Kb message (IDU)
from the user to the RMP incurs the communication time

T(user-RMP) = Tsetup+1000*Tpp-comm= 130 + 620= 750ms (1)

In general, to copy the 1 Kb message from the user to processPi requires cost of

T(RMP-user) = T(RMP-interface) + T(copy) = 180 +1000*0.34= 520ms
(2)

If one considers the time to packet and store (copy) the IDU in a queue QSUB
to become a PDU, this method suffers another copy time of
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Figure 12. The Reformation (left) and Coordinator (right) FSAs show the events/Action combinations.
Note that detailed descriptions of the actions are omitted

Table I. Cost of the various layers of system

Layer Time (msec)

user call rmp r/m 130
RMP interface 180
RMP packeting 69
IP + UDP 78
RMP msg buffering 72
Ethernet 269

Total 791

T(RMP-buffering) = T(RMP packeting) + T(copy)
= 69+1000*0.34> 410 ms (3)

We consider the times taken for RMP to prepare the multicast of a 1 Kb message
and copy it to the UDP for multicast. Using Ethernet to transmit the message over
UDP/IP incurs an overhead of

T(network)= T(IP+UDP)+T(Ethernet)+1000*Tnn-comm

= 78+269+800> 1.14ms (4)

Thus,

T(RMP-network) = T(RMP buffering) + T(network) = 410+1.14> 1.54ms
(5)

Therefore, the total time for the user-to-network delay would be
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T(user-net) = T(user-RMP)+T(RMP-user) + T(RMP-network)
= 750 + 520 + 1540> 2.8 ms (6)

If 2.8 ms is used for the estimation measurement for a process to receive a 1 Kb
message and deliver it to the user, the cost would be 5.6 ms for a single user-to-
user multicast in the normal case for a single 1 Kb message. Likewise, the overhead
for a control message can be calculated. To estimate the delay, the control message
is considered as very light. The costs of message packeting, IP, UDP invocation on
Ethernet can be summarized as 416ms. To achieve an atomic message, by the
atomic protocol, the total delay would be a user-to-user delay (5.6 ms) plus one
delay of ack (control message delay 0.416 ms) plus another multicast message (2.8
ms), a total of about 8.8 ms would be required for a single 1 Kb atomic message
in a fault-free network. Taking this analysis into consideration, assuming the case
of continual multicast messages, the times for message multicast and message
reception can be overlapped between any two processes. Thus, half the times are
used for calculation of the throughput, i.e. 2.8 ms delay for total order messages
and 4.4 ms for atomic messages. A protocol is able to achieve throughputs of 357
1 Kb messages/s for the total order delivery and 227 1 Kb messages/s for atomic
message delivery.

Optimization of message processing

To reduce the overhead, we have chosen to re-implement the core of RMP. Since
the overheadT(user-RMP) and T(Ethernet) are not changeable, the times of
T(RMP-user) andT(RMP-buffering) are the factors of consideration for time reduction.
Since T(RMP-user) contains two items,T(RMP-interface) and T(copy), our strategy
is to minimize the message copy in RMP by sharing the buffer between the user-
RMP and RMP-UDP interface. To achieve this goal, RMP uses a fixed buffer size
(1.5 Kb for Ethernet, which may change for different network settings) for the
message receptions either from a user or the network. RMP always has a buffer
(1.5 Kb) ready for each user, and a pointer to the buffer is provided for an
application in the RMP interface. Therefore, users can copy their data directly to
the buffer of RMP. On reception of a message, RMP also directly saves the message
in a buffer without an extra copy. Consequently,T(copy) can be skipped and
T(RMP-user) is reduced as a constant of 180ms.

On the other hand, RMP does not copy the PDU in QSUB for multicast. It only
packets the message from IDU into PDU by adding theheader before the IDU
pointer, and it uses the PDU pointer for the communication. In formula (3),
T(RMP-buffering) is again taken as a constant value of 69ms, which is a measurement
for a single message. In the case where RMP multicasts messages continually, a
user’s message sending can be performed in parallel with the RMP’s message
multicast. Therefore, the time ofT(user-RMP)=750 ms can be overlooked. Formula
(5) becomes

T(user-net) = T(RMP-user)+T(RMP-buffering)+T(network) (69)

= 180 + 69 +1140> 1.4 ms for a 1 Kbyte message

which is about a 50% performance improvement over the previous analysis.
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RMP uses the same method to deal with the message reception from a network.
The delay of 1.4 ms is taken as an approximate measurement for a process to
receive a 1 Kb message and deliver it to a user in a consistent order in the normal
case. The optimized throughput is about 715 messages/s. To achieve an atomic
message, by the atomic protocol, the total delay would be a user-to-RMP delay (1.4
ms) plus one delay ofack (control message delay 0.416 ms), plus another multicast
message (1.4 ms), which is about 3.2 ms for a 1 Kb atomic message in the fault-
free network. Therefore, RMP is able to achieve throughputs of 571 1 Kb messages/s
for consistent (total) order delivery and about 250 1 Kb messages/s for atomic
message delivery.

Experiment performance

The experiment is as depicted inFigure 13, in which two senders continually send
Null , 1 Kbyte and 4 Kbyte packet multicast messages. In this figure, since user
messages are generated continually, the times ofT(user-RMP) are overlapped with
RMP multicast communication. Considering this fact, we overlook the time
T(user-RMP), therefore for a 0-byte message the delay is calculated as

T(user-net) = T(RMP-user)+T(RMP-buffering)+T(RMP-network)= 0.67 ms
(7)

This result contributes the analysis of throughput of RMP 1497 0-byte messages/s.
In the experiment, for a group of five processes, RMP can achieve a peak throughput
about 1400 ordered messages, which matches the analysis result perfectly. It is
higher than that of any previous protocols. For the recent published protocol Totem,

Figure 13. The number of ordered multicast messages per second of RMP. The performance of Amoeba
is taken from Reference21, Figure 4. The figure of CBCAST is taken from References8, Table 12.2
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its throughput is less than 1200 agreed (totally-ordered) messages with the same
hardware and network settings.6

We have compared our experimental results with the Isis CBCAST8 and Ameoba21

protocols under the same hardware setting. Note that in Isis, CBCAST is faster than
ABCAST. Figure 13indicates the committed message number received by application
programs with total order, showing the maximum throughput of RMP. The reasons
that RMP is efficient are threefold. First, all members are able to locate the token
position quickly; in this way, total ordering of multicast messages can be achieved
efficiently among the group of processes. If no message is lost, all members in the
group are able to locate the token holder, and monitor the expected message from
the current token process unanimously. Second, if any message gets lost, a process
receiving the unexpected message will help it to detect the number of missed
messages. Third, RMP is implemented to minimize the message buffering and
copying, which is an important improvement over message delay as it is caused
mainly by message processing instead of transmission.

In the experiments, a short logical token cycle time has been set and two senders
each send 2000 fast multicast messages continually. If the token process transmits
a message from its own applications, the messages are multicast without any delay.
In the case of multiple senders, one of the senders may have to retransmit its
requests, but the request is still taken as an acknowledgment message. As the
message load becomes higher, if every member transmits its own application message
periodically, the number of extra control packets drops to zero. In this experiment,
for a group of three processes, the measured delay for a 64-byte message is about
1.5 ms, only the message header of 64 bytes. For a group of 16 members, the delay
is about 2.6 ms. When the message size increases to 1 Kbyt, the delays are 2.9 ms
for a group of three members and 4.5 ms for a group of 16 (Figure 15). Those
message delays are measured through user-to-user communication for individual mess-
ages.

Note that the performance shown in the figures is not the best performance of

Figure 14. Throughput of atomic multicast messages with safety parameter
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Figure 15. Delay of total ordered messages

RMP. Using two senders to multicast burst messages (e.g. each sends 2000 1 Kb
messages continually) causes problems of many message collisions and retrans-
missions. When both senders do not hold the token, they may send their messages
as requests to the token holder simultaneously, and one of the requests has to be
retransmitted. For a large group, message retransmission causes more performance
penalty. If each member sends messages, message multicast can be executed on
holding the token. The performance can be further improved.

With the safety parameter and advanced acknowledgment approach illustrated in
the atomic protocolsection, the performance of RMP in terms of atomic delivery
delay is excellent (Figure 16). This is because the acknowledgments of a multicast

Figure 16. Delay of atomic messages by safety parameter
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m are sent to the next token process immediately afterm is received by the receivers.
At most N−2 point-to-point ack messages are transmitted in the network. Assume
that there is no message lost; the next multicast message piggybacking the safety
parameter form by the next token holder causes no additional communication cost.
In the optimal case, only 1-phase delay is introduced (receivers sending 1ack and
accepting the next multicast message). The overhead for achieving message atomicity
is reasonable, and RMP has achieved a good balance between the extra packets
and delay.

Moreover, when a process in RMP has nothing to multicast, on holding the token,
it has to transmit aNULL message. This consumes some network resources. Consider-
ing that the general ‘load’ is 1 multicast message/s when RMP has nothing to send,
that is not the case for the protocols of Isis or Ameoba. In the case of sporadic
messages, the delay of RMP is given inFigure 17, in which a longer time is required
to deliver messages because of some retransmission andNull messages. The token
is transferred more times due toNull messages. On the other hand, some application
messages have to be forwarded to the token holder for a delegate multicast, and an
extra point-to-point message delay is introduced.

RELATED WORK

A number of well-known systems have been published recently, addressing reliable
message multicast, fault-tolerance and dynamic group for achieving a consistent
global state of the cooperation processes. To make the comparison feasible, we
restrict our comparisons mainly of the algorithms are designated for asynchronous
computing environments.

Chang and Maxemchuck (CM)9 describe a family of protocols that achieve total
ordered broadcasts determined by a single process in a group of processes. This
process is called a ‘token site’. Initially, a sender broadcasts a message with a
unique message id to all recipients, including the token site. If the token site receives

Figure 17. RMP delay when there is only sporadic message traffic from applications
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the broadcast message, it broadcasts an acknowledgment message containing the
message id and timestamp (total order). The CM protocol requires that the token be
periodically transferred from site-to-site in a list (called the ‘token list’). A message
may be committed, and memory of it discarded only when the token has been
passed twice around the site in the token list.

Birman et al.18 developed Isis Toolkit in which a family of protocols is proposed
and implemented under the namesCBCASTand ABCAST.7,8 The causal broadcast
primitive CBCASTis used to enforce a delivery ordering when desired with minimal
synchronization.ABCASTachieves total message ordering, and operates by assigning
each broadcast a timestamp and delivering messages in the order of the timestamps.
When a site receives a new message, it stores the message in a pending queue,
marking it asundeliverable.It then sends a message to the initiator with a proposed
timestampfor the broadcast message. This proposed timestamp is chosen to be larger
than any other timestamp that this site has proposed or received in the past. The
messages buffered in the queue are then reordered in terms of the large timestamp.
Therefore, the sites are able to organize the message in the same relative order with
other messages in the pending queue, and eventually make the message deliverable.
The concept ofvirtual synchrony is proposed by Isis and used to guarantee the
consistent group view change among the processes.

Melliar-Smith et al.12 present two protocols which together implement an atomic
broadcast facility. TheTrans protocol is used for efficient reliable communication,
and ensures that messages are eventually received at all destinations by piggybacking
positive or negative acknowledgments. TheTotal protocol places a total order on
the partial order messages achieved byTrans. However, since agreement about a
total order can only be achieved after sufficient messages from different senders
have been received, substantial delay in the case of spare message traffic are possible.
To avoid these delays, additionalNULL messages are sent by processors which did
not transmit a broadcast for a long time.

Rajagopalan and McKinley13 developed a protocol, TPM, based on the token ring
approach. In their scenarios, a token is explicitly transferred from one process to
the next on a token ring. Only the process holding the token can broadcast or
retransmit messages. On receipt of the token, a processor completes the processing
of messages in its input buffer, broadcasts messages, updates the token and transmits
it to the next processor on the ring. Amiret al.6,22 designed a token-ring-based
protocol, Totem, which is similar to the TPM approach. The mean latency of Totem
for safe delivery is faster than TMP, approximately two rounds of token rotation
times. Both TPM and Totem achieve safe delivery but require, on average, two and
a half token rotations for TPM.

Similar to the approach of the CM protocol, Kaashoek and Tanenbaum10,21

simplified the token list approach by using a fixed sequencer for Amoeba systems.
When the sequencer receives a point-to-point message, it allocates the next sequence
number and broadcasts the message with the sequence number. The lost message
can be detected by a gap in the sequence numbers.

Verı́ssimo et al.14,23 described a protocol, xAMp, that achieves reliable delivery
and consistent order of messages by a 2-phase commit protocol, which is controlled
by the sender. In the first phase, a message is broadcast and all potential receivers
send back an acknowledgment message which confirms receipt of the message. If
all receivers have returned affirmative reply messages, the sender broadcasts an
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accept message. Otherwise, areject message is broadcast. The sender, after
multicasting the message, sets a timer to monitor the expectedack s . In case any
expectedack message is not received by the sender due to a receiver(s) stopping,
the sender initiates the membership checking. xAMp provides reliable services so
that the receivers also monitor the sender by timer setting to expect the
accept/reject message. On timer expiry, a receiver pings the sender and a monitor
action for the membership is invoked. Therefore, for xAMp, the delay between the
sender and receivers is the timer duration of both sides.

Luan and Gligor24 provided a 3-phase voting decentralized solution that relies on
a majority consensus among designated processes at each site to commit on the
ordering of broadcasts. Garcia-Molinaet al.25 have proposed an approach to solve
the multiple overlapped group message-ordering problem. In their protocol, a tree is
superimposed on the set of processes in the system. To transmit a broadcast, the
message is forwarded to the least common ancestor of the destination processes,
which in turn uses a reliable FIFO protocol to handle the message delivery.25 There
are also other solutions that we do not review here in detail. Reference26 presents
a solution to the multiple source ordering problem. Each multicast group has a group
manager responsible for delivering the messages to the group members.

Modular versions of protocols developed recently include the Horus system,18 the
successor of Isis, which provides efficient support for thevirtually synchronous
execution model to achieve the agreement of membership change in the same relative
order, and which has been adopted with some changes by such systems as Transis,27

Trans/Total and Totem.6,22 The model is based on group membership and communi-
cation primitives, and can support a variety of fault-tolerant tools. Horus provides a
structured framework for protocol composition which incorporates ideas from such
systems as the Unix ‘streams’ framework and thex-kernel16 which is also used to
build the Psync,28 modular Consul11 and micro-protocols.17

x-kernel is designed to facilitate the implementation of efficient communication
protocols. It defines a simple interface between protocols that only includes operations
for opening and closing connections, and for sending and receiving messages;
additional operations, if needed, must be encapsulated ascontrol operations. Such
an interface has limited interactions, but is overly restrictive for fault-tolerant proto-
cols, which interact much more closely. On the other hand, thex-kernel is designed
primarily to support a hierarchical composition of protocols, i.e. a protocol stack
where one high-level protocol depends upon one low-level protocol. In Consul and
the succeeding approaches11,17 several protocols at the same (logical) level cooperate
to implement a set of services.

Horus provides a group that can be varied to match application requirements. It
does this using a structured framework for protocol composition which incorporates
ideas fromx-kernel. Its system is thus like a ‘box’ of ‘Lego’ blocks with a set of
entry points for down- and upcall procedures. In addition, Horus also introduces
run-time configuration, a group communication interface and a full thread-safety.18

RMP is also modular in its sub-protocol design which is different fromx-kernel
and Horus in that it is a primitive-based, whilst the former is a functional-based,
protocol built on top of Unix BSD. Therefore,x-kernel can be viewed as the
‘primitive modular’ and RMP is the functional modular, i.e. RMP uses state machines
to assemble the functions of a sub-protocol. The significant difference of RMP from
these modular systems is that the accomplishment of sub-protocols are executed in
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a non-blocking way, i.e. achieving message atomicity can be done in parallel with
message total ordering. Therefore, sub-protocols in RMP do not need to be synchron-
ous between ordering and atomicity. Likewise, there is no synchronous requirement
between membership change and fault-detection. On the other hand, the function
invocations (sub-protocols as well) in RMP are not organized in a purely hierarchical
structure. In Horus it is possible to dynamically create and add a process in a group,
but in RMP a process is at a lower layer of an application and it serves as a reliable
multicast server; thus, the process has to be known before it can be included in
a group.

The inherent disadvantage of the token-based solutions is the delivery latency. In
existing token based algorithms, the token is transferred explicitly in the membership
list (logical ring). This scheme may bring a token loss problem due to missing the
token passing message, or more seriously, the crash of a process which is going to
transmit or accept the token. Consequently, some token information may not be
recoverable, and the protocols have to enter the reformation phases. The reformation
mode normally requires several rounds of message transmissions for electing a
coordinator. On the other hand, token-based protocols occupy more memory space
because all the messages are saved until the acknowledgments arrive or the token
has rotated (a minimum of) two rounds along the ring in order to safely deliver the
messages as shown in References6 and 13. RMP only buffersn (the size of the
ring) messages for possible retransmission, and one round of token passing is enough
for attaining message safety. The Amoeba protocol does not require each site to
buffer all the messages, only the sequencer (token) keeps the message history, but
their protocol needs a synchronous phase for emptying the message buffer of
the sequencer.

In normal operation, RMP has minimized the control message overhead: for each
multicast message, only one point-to-point message is needed to transmit the request
from a source process to the token holder with someack information piggybacking.
In the CM protocol all messages are broadcast, whereas RMP uses a point-to-point
message whenever possible, reducing interrupts and context switches at each site. In
the normal case, the CM protocol generates 2(n−1) interrupts for each multicast,
ours only generatesn, one point-to-point from sender to the current token andn−1
from the token to the receivers. In the case of a request collision or message
retransmission, RMP still continues its data message multicast. The retransmission
only introduces some point-to-point messages, however, they can also be taken as
ack messages. This retransmission rate (r) varies with different applications, neverthe-
less, in the worst case,n−1 retransmissions of a request may happen. If the token
holder transmits a message from its own applications, this message can be directly
multicast without any extra point-to-point message. Therefore, RMP uses control
messagesr where 0# r # n−1.

RMP also incurs a delay to gain the safe delivery of a message. The design of
a safety parameter and a committed array facilitates the safe delivery of messages.
To meet the safety requirement of a multicast, the protocol waits for up to another
n−1 multicasts to come and captures the global instant state of the group at the
same time. By fast-type message commitment, RMP enables the members in a group
to speed up the commitment of all previously received messages up to the current
multicast. This mechanism greatly enhances the flexibility of the protocol. The
latency for the fast type is two multicast transmissions: one from the token to the
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receivers and another transmitted by the receivers. RMP does not have the token
loss problem. Single site failure handling mechanisms can be invoked by a pre-
recoganized coordinator (provided it is still alive). Thus, the expensive reformation
can be optimized to a simple 2-phase communication between the coordinator and
the surviving members. Although RMP also has a central process (token) per
multicast, the protocol does not fully rely on a single token holder. All processes
equally take the responsibility of being the token holder for message multicast. The
approach of a token transfer implicitly per multicast message distributes the message
transmission load over the members of a group, and effectively overcomes the
bottleneck problem, even the group is large. If the application message load is light,
RMP has to sendNULL messages that use some network resources.

CONCLUSIONS

We have presented the implementation of RMP based on a state machine approach
for general distributed asynchronous systems. RMP based on logical token ring has
a very simple structure. The protocol requires a minimum number of control messages
and transfers the token responsibility among the processes on a logical ring, placing
total orders on each multicast message and ensuring the messages are received by
all correct processes in the same order. RMP has provided efficient algorithms for
reliable message delivery, ordered failure detection and recovery. In addition, it
offers flexibility of dynamic group membership changes, requiring the minimum
resources of the underlying communication networks. In respect of message atomicity,
RMP has minimized the control messages and communication costs while incurring
a short delay. It is superior to existing token-based protocols, and is competitive
with the two-phase method in terms of safe delivery delay. RMP can be further
optimized by avoiding any unnecessaryNULL message multicast. Our experiences
demonstrate that the implementation of a complex system such as RMP needs a
modular and cooperative design. The significant contributions of RMP lie in its
global optimization on the module design and implementation for total message
ordering, atomicity, dynamic group configuration and fault-tolerance. Among the
existing protocols in the same hardware and network settings, RMP has achieved
excellent performance, as shown by the experimental results.
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